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HEALTH INSURANCE FRAUD DETECTION
USING SOCIAL NETWORK ANALYTICS

BACKGROUND OF THE INVENTION

[0001] 1. Field of the Invention

[0002] The present application generally relates to combat-
ing healthcare provider fraud and abuse and, more particu-
larly, to mining social relationships and analyzing their pat-
terns based on network data structures in order to detect fraud,
abuse and waste on private health insurers, government-
funded health plans and consumers. The invention takes
social relationships into account, specifically triangulation of
incomplete information and paths beyond direct connections.
[0003] 2. Background Description

[0004] According to estimates from the federal govern-
ment, and from issues-based groups such as the National
Health Care Anti-Fraud Association (NHCAA), as much as
ten percent of all healthcare expenditures in the United States
may be lost each year to fraud, abuse and waste. That trans-
lates to more than US$200 billion—coming largely from
healthcare providers attempting to defraud the system. Meth-
ods of cheating, such as billing for more expensive services
than those actually performed or even conducting medically
unnecessary procedures for the purpose of billing insurance,
have become more sophisticated and more costly to payers.
For example, the NHCAA reported that one Texas chiroprac-
tor was caught submitting US$5.7 million in fraudulent
claims over a five-year period.

[0005] Detecting fraudulent activity is not easy. Given the
huge volume of data involved, resource and process limita-
tions have forced many healthcare payers to rely on “pay-and-
chase” strategies, in which claims are paid and then later—
sometimes years later—investigated for fraud. However,
such after-the-fact collections are almost never paid in full.
Known solutions to this problem do not take key social net-
work metrics and concepts into account, specifically triangu-
lation of incomplete information and paths beyond direct
connections.

SUMMARY OF THE INVENTION

[0006] It is therefore an object of this invention to provide
a sophisticated, comprehensive fraud and abuse management
solution with both proactive and retrospective detection capa-
bilities that helps healthcare payers identify and pursue fraud
cases faster and more cost effectively.

[0007] According to the present invention, the problem of
healthcare fraud detection is solved by mining social relation-
ships and analyzing their patterns based on network data
structures as well as correlation in node attributes and corre-
lation in who is known by whom. More particularly, the
invention constructs social networks depicting referral pat-
terns (from health insurance claim information) and associa-
tions (from publicly available connection data) to analyze
referral patterns and detect possible fraud, abuse and unnec-
essary overuse.

[0008] The fraud and abuse management system according
to the invention supports the various aspects of fraud inves-
tigation and management, including prevention, investiga-
tion, detection and settlement. Using a unique combination of
data mining capabilities and graphical reporting tools, the
system can identify potentially fraudulent and abusive behav-
ior before a claim is paid or, retrospectively, analyze provid-
ers’ past behaviors to flag suspicious patterns. In either case,
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the fraud and abuse management system operates more
swiftly and effectively than traditional manual processes—
sorting through tens of thousands of providers and tens of
millions of claims in minutes, and then ranking providers as
to their degree of potentially abusive behavior.

[0009] With the ability to drill down into detailed informa-
tion on each provider or claim, anti-fraud investigators and
auditors can zero in on questionable behavior, avoiding dead
ends and focusing on the most egregious offenders. A “point-
and-click” graphical interface, a reports and database wizard
and extensive help documentation make the system relatively
easy to learn and simple to use.

[0010] Not only does the fraud and abuse management
system according to the invention help speed and extend the
ability to recover mistakenly paid claims, but the system also
promotes compliance by providers and claimants, who
quickly realize that fraud detection and enforcement have
become more systematic and effective—an outcome known
as the “sentinel effect”. Additionally, by automating pro-
cesses previously conducted manually and by more accu-
rately targeting likely offenders, the system helps enable
investigators and auditors to become more productive, han-
dling broader caseloads and conducing a higher proportion of
successful investigations. In fact, many healthcare payers
realize a significant return on investment within a relative
short time after implementation.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing and other objects, aspects and advan-
tages will be better understood from the following detailed
description of a preferred embodiment of the invention with
reference to the drawings, in which:

[0012] FIG. 1 is a diagrammatic illustration of a social
network of physicians;

[0013] FIG. 2 is a block diagram of a system implementing
the concepts of social network computing, analysis and opti-
mization according to the present invention;

[0014] FIG. 3 is a flowchart illustrating the logic of the
process of constructing a social network and performing
social network optimization implemented by the system
shown in FIG. 2;

[0015] FIG. 4 is a flowchart illustrating the logic of the
process of populating a mathematical decision-making
model based on the attributes to perform social network
analysis implemented by the system of FIG. 2;

[0016] FIG. 5 is a flow diagram illustrating the logic of the
fraud and abuse management system according to the inven-
tion; and

[0017] FIG. 61isablock diagram of an exemplary hardware/
information handing system on which the present invention
may be practiced.

DETAILED DESCRIPTION OF A PREFERRED
EMBODIMENT OF THE INVENTION

[0018] The following definitions are provided for terms

used in describing the invention:

[0019] Social Network—A social structure where nodes
are individuals or organizations and edges or links repre-
sent their relationships, communications, influence, and
the like.

[0020] Social Computing—Refers to the use of social soft-
ware, such as e-mail, information management, web logs
(blogs), wikis', auctions, and the like.
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LeWiki” is defined in the wiki.org Web site as “a piece of sever software that
allows users to freely create and edit Web page content using any Web
browser.”

[0021] Social Network Analysis (SNA)—A set of methods
and metrics that shows how people collaborate, patterns of
communication, information-sharing, potential influence
and decision-making.

[0022] Research in a number of academic fields has dem-
onstrated that social networks operate on many levels, from
families up to the level of nations, and play a critical role in
determining the way problems are solved, organizations are
run, information is shared, and the degree to which individu-
als succeed in achieving their goals.
[0023] Social networking also refers to a category of Inter-
net applications to help connect friends, business partners, or
other individuals together using a variety of tools. These
applications, known as online social networks are becoming
increasingly popular.
[0024] Generally, social network theory views social rela-
tionships in terms of nodes and ties (or ties). Nodes are the
individual actors within the networks, and linkages are the
relationships between the actors.
[0025] There can be many kinds of linkages between the
nodes. In its most simple form, a social network is a map of all
of'the relevant linkages between the nodes being studied. The
network can also be used to determine the social capital of
individual actors. These concepts are often displayed in a
social network diagram, where nodes are the points and link-
ages are the lines.
[0026] The shape of the social network helps determine a
network’s usefulness to its individuals. Smaller, tighter net-
works can be less useful to their members than networks with
lots of loose connections (weak ties) to individuals outside the
main network. More “open” networks, with many weak ties
and social connections, are more likely to introduce new ideas
and opportunities to their members than closed networks with
many redundant ties. In other words, a group of friends who
only do things with each other already share the same knowl-
edge and opportunities. A group of individuals with connec-
tions to other social worlds is likely to have access to a wider
range of information. Itis better for individual success to have
connections to a variety of networks rather than many con-
nections within a single network. Similarly, individuals can
exercise influence or act as brokers within their social net-
works by bridging two networks that are not directly linked
(called filling social holes).
[0027] The power of social network theory stems from its
difference from traditional sociological studies, which
assume that it is the attributes of individual actors that matter.
Social network theory produces an alternate view, where the
attributes of individuals are less important than their relation-
ships and ties with other actors within the network. This
approach has turned out to be useful for explaining many
real-world phenomena, but leaves less room for individual
agency, and the ability for individuals to influence their suc-
cess, since so much of it rests within the structure of their
network.
[0028] Social networks have also been used to examine
how companies interact with each other, characterizing the
many informal connections that link executives together, as
well as associations and connections between individual
employees at different companies. These networks provide
ways for companies to gather information, deter competition,
and even collude in setting prices or policies.

Jul. 17,2008

[0029] Power within organizations, for example, generally
has been found to come more from the degree to which an
individual within a network is at the center of many relation-
ships than actual job title. Social networks also play a key role
in hiring, in business success for firms, and in job perfor-
mance.

[0030] Social networking websites (e.g., online social net-
works) have become widely used in virtual communities. In
these communities, an initial set of founders sends out mes-
sages inviting members of their own personal networks to join
the site. New members repeat the process, growing the total
number of members and links in the network. Sites then offer
features such as automatic address book updates, viewable
profiles, the ability to form new links through “introduction
services”, and other forms of online social connections.
Social networks can also be organized around business con-
nections.

[0031] The general concept of using social analytics as
applied to health insurance fraud detection can be visualized
in the diagram of FIG. 1. Referring to FIG. 1, there is shown
a social network of physicians; however, it will be understood
for purposes of this invention that the social network typically
includes other health care providers as well as physicians. The
lines between individual physicians represent “links” which
are based on attributes, such as “went to the same university”,
“attended same conference”, “co-authored a paper”, etc. that
represent the social network In FIG. 1, it will be observed that
not all physicians in this exemplary social network are linked
to other physicians or other groups of physicians. Roughly in
the center of FIG. 1 is a physician 101 labeled as “Referring
Physician”. For the purposes of this description, the other
physicians represented in FIG. 1 are “Specialists”. Emanating
from the “Referring Physician” are several arrowed lines
terminating in individual “Specialists”. These represent links
based on the referral pattern of the “Referring Physician”.
[0032] Considering first “Specialist” physician 102, a link
of interest from the “Referring Physician” to this “Specialist”
can be detected using the social network mapping, as indi-
cated by the line 103 between the “Referring Physician” and
this “Specialist”. As defined above, this link of interest could
be having attended the same university or medical school,
attended the same conference, co-authored papers, or other
such relationship. It will be noted that there is no correspond-
ing link between the “Referring Physician” and “Specialist”
physicians 104 and 105; however, a link of interest 106
between physicians 104 and 105 can be detected using the
social network mapping. And while there is no corresponding
link between the “Referring Physician” and “Specialist” phy-
sician 107, two alternate paths from the “Referring Physi-
cian” to this “Specialist” physician can be detected using the
social network mapping.

[0033] FIG. 1 illustrates the use of social network maps to
introduce structure to what is otherwise “unstructured” infor-
mation. Correlation between nodes may be detected among
nodes that are not necessarily adjacent; i.e., have an edge
between them. Social network metrics, such as geodesic (so-
cial distance) to a central character with certain attributes, are
used to enhance the pattern detection. Thus, social network
maps can be used to make visible patterns of referrals that are
not currently easy to detect.

[0034] With reference to FIG. 2, an exemplary system
according to the present invention can include a social net-
work analysis (SNA) unit 240, which receives input from a
plurality of disparate, heterogeneous data sources (e.g., 225,
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230, 245). The present invention can provide automated col-
lection (e.g., scrapping, parsing, etc.) combined with tradi-
tional user-generated (e.g., survey) methods for social net-
work construction.

[0035] For example, with reference again to FIG. 2, data
230 can be derived (or automatically collected) from social
computing units 205, 210, and 215). The social computing
units 205, 210, and 215, can include, for example, email,
instant messaging, blogs, wikis, auctions, web interactive
communication or research, online social networking web-
sites, etc.

[0036] On the other hand, data 225 can be derived from user
generated data 220 (e.g., traditional surveys, a plurality of
user generated data sources, etc.). In one aspect of the inven-
tion, the data sources include at least one user generated data
source (e.g., asurvey, etc.) and at least one non-user generated
data source.

[0037] For example, according to the exemplary aspects of
the present invention, a survey can be administered to a group
of participants of an event prior to the event to obtain a
plurality of user generated data. Another survey can be
administered after the event, and/or after a predetermined
period of time has elapsed from the time of the event.
[0038] Since some of the participants will have interacted at
the event, and possibly gotten to know each other during the
event, connections may have been made. As another example,
some participants may have obtained ideas from participants
who deal with patients, while others may derive patient diag-
nosis ideas from research specialists.

[0039] The present invention can perform social network
analysis of the attendees based on survey information before
the event, survey information after the event, and time
delayed follow up survey information, which may include
whether the participants are or have now talked or worked
together. Also, secondary interactions/connections can be
taken into account, such as participants connecting with oth-
ers through other participants, or by word of mouth/e-mail,
etc.

[0040] Those skilled in the arts of data processing would
know and understand that other data 245 also can be derived
or extracted from a variety of other sources, such as directo-
ries, etc.

[0041] The present invention can construct a social network
from a plurality of disparate, heterogeneous data sources,
such as survey data (e.g., a plurality of user generated data
sources), social computing data, and combinations thereof.
Hence, the present invention can provide attribute richness,
including deterministic and probabilistic attributes, as well as
capturing dynamic social network aspects (i.e., dynamic
characterization of network components, that is, nodes and
linkages) by extracting or obtaining data from disparate, het-
erogeneous data sources.

[0042] The aforementioned exemplary linkages between
people can provide valuable metrics and can provide dispar-
ate, heterogeneous data to be used to compare the before and
after states of the nodes and linkages of the social network and
make business decisions.

[0043] Referring again to FIG. 2, the data 250 from the
social network analysis unit 240 is input to unit 260 which
also receives as inputs data 225, 230 and referral data history
255. Unit 26 analyzes the combination of referral patterns and
social network data and generates as its output a report of
patterns to investigate for fraud 270.

Jul. 17,2008

[0044] An exemplary method according to the present
invention is described with reference to FIG. 3. With refer-
ence to the exemplary method illustrated in FIG. 3, a com-
puter implemented method of constructing a social network
includes, for example, constructing the social network from a
plurality of disparate, heterogeneous data sources (e.g., see
function block 310).

[0045] With reference to the exemplary method illustrated
in FIG. 4, a computer implemented method of constructing
the social network includes, for example, identifying a plu-
rality of nodes and linkages in function block 410, and deter-
mining attributes of the nodes and linkages based on the
plurality of disparate, heterogeneous data sources in function
block 420. The attributes can include, for example, at least
one of a deterministic attribute, a probabilistic attribute, and a
dynamic attribute.

[0046] Withreference againto FIG. 3, the present invention
also can construct referral patterns from historical data, ana-
lyze the historical data together with social network data to
detect possibly fraudulent patterns (e.g., see function block
320). In one aspect of the invention, the data sources include
atleast one user generated data source (e.g., a survey, etc.) and
at least one non-user generated data source. Thus, social
network optimization can be performed to make business
decisions to use the information, for example, to identify
places in social network that merit focus, to campaign in a
certain way, etc.

[0047] Withreference again to FIG. 4, the present invention
exemplarily can populate a mathematical decision-making
model based on the attributes in function block 430 (e.g., to
perform social network analysis).

[0048] The present invention can determine attributes of
the nodes and linkages from a plurality of disparate, hetero-
geneous data sources at another point in time (e.g., a second
point in time after the first determination of attributes is made)
in function block 440. The mathematical decision-making
model can then be re-populated based on the second set of
attributes in function block 450 (e.g., SNA can be re-per-
formed). This process of determining attributes at different
points in time and re-populating the decision-making model
can be repeated, as exemplarily illustrated in FIG. 4 (e.g.,
SNA can be repeated).

[0049] FIG. 5 illustrates how the invention is applied to
health insurance fraud detection using social analytics. The
process starts by setting parameters (i.e., the scope of the
investigation) in function block 501. These parameters are
used to extract referral data in function block 502 by access-
ing claim data in database 503. This referral data is then used
in function block 504 to find, using data mining techniques,
general relationship data between referring physicians and
specialists. For example, International Business Machines
(IBM) Corporation’s DB2 database product incorporates data
mining functions which can be used in the practice of the
invention. This data is extracted from public data in database
505. The general relationship data is used in function block
506 to create a social network map 507, of the type described
with reference to FIG. 1. This social network map is then
analyzed in function block 508 to find patterns, again as
described with reference to FIG. 1. On the basis of the analy-
sis performed, an exception report is created and output in
output block 509. This exception report lists scenarios that
should be investigated. It is important to note that the ana-
lyzed patterns are used to steer insurance investigators toward
claims that are more likely to be fraudulent. The analysis does
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not provide complete predictors of fraudulent activity; there-
fore, based on the exception report, investigations are per-
formed at function block 510, and the results of those inves-
tigations are provided as feedback 511 to improve pattern
analysis.

[0050] The invention not only produces the ability to help
locate fraud itself, but it can be used with other fraud detection
methods by adding to the positive confirmation score that
might be used to tie the results of several methods together.
[0051] FIG. 6 illustrates a typical hardware configuration
of an information handling/computer system for use with the
invention and which preferably has at least one processor or
central processing unit (CPU) 611. The CPUs 611 are inter-
connected via a system bus 612 to a random access memory
(RAM) 614, read-only memory (ROM) 616, input/output
(I/O) adapter 618 (for connecting peripheral devices such as
disk units 621 and tape drives 640 to the bus 612), user
interface adapter 622 (for connecting a keyboard 624, mouse
626, speaker 628, microphone 632, and/or other user inter-
face device to the bus 612), a communication adapter 634 for
connecting an information handling system to a data process-
ing network, the Internet, an Intranet, a local area network
(LAN), etc., and a display adapter 636 for connecting the bus
612 to a display device 638 and/or printer 639.

[0052] In addition to the hardware/software environment
described above, a different aspect of the invention includes a
computer-implemented method for performing the above
method. As an example, this method may be implemented in
the particular environment discussed above.

[0053] Such a method may be implemented, for example,
by operating a computer, as embodied by a digital data pro-
cessing apparatus, to execute a sequence of machine-readable
instructions. These instructions may reside in various types of
signal-bearing media.

[0054] This signal-bearing media may include, for
example, a RAM contained within the CPU 611, as repre-
sented by the fast-access storage for example. Alternatively,
the instructions may be contained in another signal-bearing
media, such as a data storage disk/diskette, directly or indi-
rectly accessible by the CPU 611.

[0055] Whether contained in the disk/diskette, the com-
puter/CPU 611, or elsewhere, the instructions may be stored
on a variety of machine-readable data storage media, such as
direct access storage device (DASD) (e.g., a conventional
“hard drive” or a RAID (redundant array of individual disk
drives) array), magnetic tape, electronic read-only memory
(e.g., ROM, EPROM, or EEPROM), an optical storage device
(e.g. CD-ROM, WORM, DVD, digital optical tape, etc.),
paper “punch” cards, or other suitable signal-bearing media
including transmission media such as digital and analog and
communication links and wireless. In an illustrative embodi-
ment of the invention, the machine-readable instructions may
comprise software object code, compiled from a language
such as “C”, etc.

[0056] While the invention has been described in terms of a
single preferred embodiment, those skilled in the art will
recognize that the invention can be practiced with modifica-
tion within the spirit and scope of the appended claims.

Having thus described our invention, what we claim as new
and desire to secure by Letters Patent is as follows:

1. A computer implemented method for health insurance
fraud detection comprising the steps of:
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constructing a social network database of physicians and
health care providers from multiple, disparate and het-
erogeneous data sources;

extracting data pertaining to referrals between physicians
and health care providers from a claim database; and

analyzing extracted data pertaining to referrals using data
from the social network database to detect patterns that
help determine scenarios for investigation.

2. The computer implemented method for health insurance
fraud detection recited in claim 1, wherein the step of con-
structing a social network of physicians and health care pro-
viders uses data mining techniques to find relationship data
between physicians and health care providers.

3. The computer implemented method for health insurance
fraud detection recited in claim 1, wherein the step of con-
structing a social network of physicians and health care pro-
viders identifies physicians and health care providers as
nodes with linkages in a social network, wherein the linkages
are deterministic and probabilistic attributes.

4. The computer implemented method for health insurance
fraud detection recited in claim 3, further comprising the step
of generating a graphical representation of the social network
of physicians and health care providers.

5. A system for health insurance fraud detection compris-
ing:

a plurality of disparate, heterogeneous data sources;

a social network analysis unit which receives input from
said plurality of disparate, heterogeneous data sources
and identifies relationship data between physicians and
health care providers;

a social network optimization unit which receives input
from said social network analysis unit and said plurality
of disparate heterogeneous data sources and constructs a
social network of physicians and health care providers;

data extracting means for extracting data pertaining to
referrals between physicians and health care providers
from a claim database; and

data analysis means for analyzing the extracted data per-
taining to referrals using the social network to determine
scenarios for investigation.

6. The system for health insurance fraud detection recited
in claim 5 wherein said data sources include automated col-
lection and user-generated data sources for social network
construction.

7. The system for health insurance fraud detection recited
in claim 5, wherein the constructed a social network of phy-
sicians and health care providers identifies physicians and
health care providers as nodes with linkages in a social net-
work, wherein the linkages are deterministic and probabilistic
attributes.

8. The system for health insurance fraud detection recited
in claim 7, further comprising means for generating a graphi-
cal representation of the social network of physicians and
health care providers, which graphical representation also
depicts referral patterns.

9. A computer readable medium having code which imple-
ments a method for health insurance fraud detection, the
method comprising the steps of:

constructing a social network database of physicians and
health care providers from multiple, disparate and het-
erogeneous data sources;

extracting data pertaining to referrals between physicians
and health care providers from a claim database; and
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analyzing extracted data pertaining to referrals using data
from the social network database to detect patterns that
help determine scenarios for investigation.

10. The computer readable medium having code which
implements a method for health insurance fraud detection
recited in claim 9, wherein the step of constructing a social
network of physicians and health care providers uses data
mining techniques to find relationship data between physi-
cians and health care providers.

11. The computer readable medium having code which
implements a method for health insurance fraud detection
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recited in claim 9, wherein the step of constructing a social
network of physicians and health care providers identifies
physicians and health care providers as nodes with linkages in
a social network, wherein the linkages are deterministic and
probabilistic attributes.

12. The computer readable medium having code which
implements a method for health insurance fraud detection
recited in claim 11, further comprising the step of generating
a graphical representation of the social network of physicians
and health care providers.

sk sk sk sk sk



